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Installing Microsoft Proxy 2.0 on Windows 2000

Member Server

Follow the instructions on installing and securing Windows 2000 Server in the KETS Network.

Log onto the domain as a domain administrator.

Go to
http://www.microsoft.com/isaserver/evaluati
on/previousversions/DL Windows2000HotFi
x.asp to download Microsoft Proxy Server
2.0 Update Wizard - Eng which updates
Proxy Server 2.0 for use on Windows 2000.

Note: Microsoft Proxy 2.0 Service
Pack 1 is installed automatically
when using the msp2wizi.exe
installation. The Release Notes are
also listed on this website if you
would like to review them.

Insert the Microsoft Proxy 2.0 CD. Should
the cd try to autorun, an error will generate
saying the program will not run correctly on
this version of Windows. Click to cancel the
setup.

Double click msp2wizi.exe file to begin
setup.

Click YES to continue.

Click Continue on the Setup Wizard Page.

Click Continue.
EH

Locate your 10-digit "CD K.ey" number and
enter it in the space below. You can find this
nurber on the sticker on the back of your
CO casze.

9.

LD Eey:

-

Ok

Exit Setup

10.

Microsoft Proxy Server 2.0 Install

Pleaze read the following license agreement. Press the PAGE DO key
to zee the rest of the agreement.
B

SUPFLEMEMTAL EMD USER LICEMSE AGREEMENT FOR
MICROSOFT 5OFTWARE

IMPORTAMT: READ CAREFULLY - This Microzoft Carparation
["Microzoft"] zoftware component, including any "online' or electronic
docurmentation [''S oftware Component'] iz subject to the terms and
conditions of the agreement under which you have licenzed Microsaoft
Frosy Server 2.0 [an "End User Licenze Agreement’ or "EULA"] and
the termz and conditions of this Supplemental ELLA. BY
INSTALLIMG, COFYIMG OR OTHERWISE USIMG THE
SOFTWARE COMPOMENT, %0 AGREE TO BE BOUMD BY THE
TERMS AMD COMDITIONS OF THE ELILA AMD THIS
SUPPLEMEMTAL ELILA. IF¥0U DO NOT AGREE TO THESE
TERMS AMD COMDITIONS, DO MOT IMSTALL, COFY OR USE

I,
Do you accept all of the terms of the preceding License Agreement? IF you
chooze Mo, Install will cloze. To install you must accept this agreement.

ez Mo

=101 %]

Microsoft Proxy Server Setup

Welcome to the Microzoft Proxy Server installation
program.

Setup cannot ingtall spetem files or update shared filez if the files are inuse.
Before continuing. cloze any open applications.

WwASEMIMG: This program iz protected by copyright lavw and international treaties.

o may install Microzoft Prosy Server on a single computer. Some Microgoft
products are provided with additional rights, which are stated in the End Uzer
Licenze Agreement included with pour zoftware.

Fleaze take a moment to read the End User Licenze Agreement o, I!%Lnntains
all of the termz and conditions that pertain to this software product. By choozsing to
continug, you indicate acceptance of these terms.

Exit Setup |

Type in the CD Key and click OK.

Click OK on the Product ID.



http://www.microsoft.com/isaserver/evaluation/previousversions/DLWindows2000HotFix.asp
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11. Click on the Installation

Microsoft Proxy Server Setup ﬂ Options Button.

T o gtart inztallation, click the large button,

Installation Options
_|m=]) g
(o —

Folder:
C:hmzp Change Folder... |

icrosoft Proxy Server - Installation Options E E
Exit Setup

I the Optionz list, zelect the items pou want inztalled: clear the items pou do nat want installed.

A grayed box with a check indicates that only part of the companent will be installed. To select
all components in the Option list, click Select All

Options; Dezcription:
.. Ed Tnst crozoft Prosy Server & | Install Microsoft Prosy Server and
12. Accept the defaults by clicking ¥ Instal the Administration Tool 20G3K. | creates a Prowy Clients installation
continue. [¥ Install Docurmentation 2701 K | | share.
Change Optiar... |
Select Al |
Folder for Currently Selected O ption: %
C:hmzp |
Space required on C; 12493 K
Space available on C: 935339 k.
LContinue Cancel
|

[v Enable Caching
Only MTFS drives can be uzed for caching.

Diive  [File System] Masimum Size [MB) paics 13. Enable caching should be checked.

'\M‘E You will want to set the cache size

C: [NTFS] Help . e

for your drives. Highlight C:\ and

change the size to 0. Click on set.

This will prevent proxy from

Cache Size for Selected Drive Ca?hlng Oljl yopr system drive

14. Click to highlight each of your
remaining drives and enter the size

Total size [MB]: 7311 for the cache on each drive. Click

set after each one.

i

[Cirive: E: [MTF5]

M aximum Size [ME] : |4|:”:”:| Set

15. Click OK when you have completed

setting up the cache sizes.
Total b axirmum Size: 4000MEB
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ocal Address Table Configuration Ed

Enter the IP addresz ranges which gpan the internal network, addrezs space

— Edit

From

and Private IP

Integnal [P ranges
E Address ranges
Fro To .
for users of this
101011 10.10.1.254 proxy server.
170.180.1.1 170.130.1.254

To
|1n.1n. 1 .254|

0K

i

entering each

<-Bemove range.

17. Click OK.

Conztruct Table...

Cancel Help

18. Verify that the computer
name is correct.

19. Uncheck automatically
configure web browser

during client setup.

20. Click OK.

Client Installation,/Configuration

16. Enter the Public

Be sure to click

m. w. 1 . 1 | Add-> I Add after

—winSock Proxy client
Client connects to Microzoft WinSock Prosy Serer by

% Computer name KETSHDTESTOM
= |P address

£ fanual

—I Automatically configure Wb browser during client setup

Proy: IKETSHDTESTDD'I Fart: IED

Canfigure *Weh brawsens ta wee Sutomatic Canfiguration

Configuration LFL: Ihttp:.-"a’KETSHDTESTEIEH B0 Eanfigure...

— Browser automatic configuration script

Prowy Server generates an automatic configuration script

Froperties...
for browsers to Lse. H

k. Cancel | Help |
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X|
. " _ 21. Be sure that
Mizroenft Prosy Server allowes you to limit access to Intermet zervices and protocols to WT both Access

Clamain users.
Control boxes

are checked

Bocesz Control 2ettings can be modified via the Prosy Server adminigtration boal, )
and click OK.

¥ Enable Access Contral for the *Winsock Prosy Service

¥ Enable Azcess Contral for the "eb Prosy Service

Fk. Cancel | Help |

Setup Information e x|

22. Click OK and wait for installation to

complete.
@ Froxy 2.0 features a Packet Filtering security

teature that can be set via the administration toal,
See the manual for further details

OE.

Microsoft Proxy Server Setup 3 E|

ticrozoft Prosy Server 2.0 Setup was
completed successfully,
Lo

23. Click OK to complete installation.

Now you are ready to configure your Proxy Server.
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Configuring Microsoft Proxy 2.0 on Windows 2000 Member Server

1. Click on Start, Programs,
Microsoft Proxy, Microsoft
Management Console.

2. Expand your server and right
click on Web Proxy, then click
on Properties.

3. Click on the routing tab.
4. Verify the name of the proxy
server is entered in the local

server box.

5. Click to select use web proxy or
array and click on modify.

L TR T W XU RTr e PR TR

Advanced routing options

Sewicel Pemissions | Caching Reouting | F'ul:ulishingl Lu:uggingl

— Use thiz Hitp Yia header aliaz for the local server

[KETSHDTESTZ

— Upztream Routing
" Use direct connection
districtproxyname

' Use'Web Proxy or aray: b odify....

v Enable backup route

' Usze direct conmection

" Usge'web Prosy or aray: f @iy,

= B autirg within array

[~ | Resalve Web Promrequests withit amay befare
routing wpstrean

la:

Sdvanced...

EI ok, I Cancel | Apply | Help |

— pstream ‘wWeb Proxy Serer

Prowy I-:Iistrin:tpr-:u:-:_l,lname

6. Enter the name of the district
proxy as your upstream proxy.

Port Ign—

—v auto-poll upstream proxy for array configuration

7. Check the auto-poll upstream

Array URL: Ihttp: tdigtictproxynanne: 80/ arraw. dll

and be sure that your district
proxy is listed.

—Iv Usze credentials to communicate with upstrean proxy/arrayp

Uszernarme: IF'T'I'HPEIUth

8. Check the Use credentials to
communicate with upstream

FPassword:

Ixxxxxxxm1

f* Allow bazic/clear text authentication

i allow encrypted authentication (MT CR)

proxy/array if you are using
proxy authentication. You will
need to enter a domain user
name and password to allow
proxy-to-proxy authentication.

O

Cancel

| %H elp |

Note: You may want to create a

domain account for this purpose only.

9. Click on OK to accept modifications.

10. Check the Enable backup route and choose Use Direct Connection.
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—{* Log tofile

v &utomatically open new log:

[IIBE Mata Source Hame (S EH]:

| Dty =l

—{ Logto SOL/ODEC database —

T able:

¥ Limit nurmber of ald log files to; I
ISEI

Izer rarme:
¥ Stop service if dizk full I

Fazsword:
Loqg file directan: I
IE:'\WINNT2'\System32\msplngs

Browse. .. |
Log file name: % 3wmmdd. log
k. I Cancel Apply Help

1.

12.

13.

14.

15.

16.

12/23/2002

Click on the Logging Tab.

Check the Enable logging
using: and drop down to
Verbose format.

Click to Log to File

Check Automatically open
new log file Daily.

Check Limit number of old log
files to: and enter the number

of days to keep the log files.

Click Apply.
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LW eb Proxy Service Properties For ketshdtest il Tab
Service I Pemiszions Caching | Fouting | Publizhing I Logaing I
= : 18. Check Enable caching.
i [w Enable caching
1 — Cache expiration policy . .
4 - _ 19. Click Equal importance
£ Updates are more important [more update checks) on Cache expiration
"E ¥ Equal importance pollcy
T " Fewer network, accesses are mare important [more cache hits) .
s I}g 20. Check Enable active
v Enable active caching cachmg.
' Faster uzer response is mare important [more pre-fetching) . .
21. Click Equal importance.
¥ Equal importance
" Fewer network accesses are more important [less pre-fetching]
Cache Size... | Advanced. . |
_ (] I Cancel | Apply | Help |
:-!=- -
£ Interngh 5 Web Proxy Service Properties For
| action e -
Service Permiszions |I:aching| Hnutingl F'ublishingl Lnggingl
. Tree I
22. Click on .
P .. W e Prowy Server acceszs control iz enabled.
ermissions = 5 * ketshe
tab. WWW Permissions
o Def: I+ Enable access coi W
23. Check Enable Protocol [Ww  Owner
access control 5 ; NI .dd Users and Groups
% Def: Grant access to:
Lizt Mames From: I@ KETS
MNames:
24. Click on Edit @D Sec Voc Ed Divizgion of Secondary Yocational Educa;l
and select G0 Syztem Supp Swvos Division of Spstem Support Services
GDiv Walid & Research Diivizion of Yalidation and Research
users and/or @R omain Admins KETS Domain Admins —
groups tha‘[ @Al omain Guests All domain guests
i . ! main Lsers Al domain users
will require SRENTECH_WPOCS Users 5 ENTECH putting assist tech |
internet GAE PSE Education Professional Standards Bnald;I
0K
access.
Add Show Usersl tembers... | Search... |
0K
25. Click on Add e
then OK =
_.a Type of Access: |Full access j
hfretchk. zip Ok, | Cancel | Help |
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26.

27.

28.

29.

Highlight all users
and/or groups and click
on Copy to.

Highlight all of the
protocols by holding
down the shift key and
clicking on each
protocol.

Click OK.

Click OK to complete
configuration.
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Cancel Help

oy
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